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INTRODUCTION

Medtech32 Version 9.3.0 Build 4620 is the key release of Medtech32 with the main focus
being placed on the ECLIPSE, Admin Surcharge, After Hours — Auto Billing, Consolidated
Account, eRx-Medtech32 Integration Service and Medtech Fax Service.

This document is an accompaniment to the Medtech32 Release Notes - Version 9.3.0
Build 4620 document and provides instructions on the installation of the
MedtechGlobalHIService (CDA Bridge) Installation.

IMPORTANT NOTE
MedtechGlobalHIService (CDA Bridge)

The CDA Bridge installer has been renamed to MedtechGlobalHIService . Henceforth, all
future Release Notes and Installation documents will refer to the CDA Bridge as the
MedtechGlobalHIService.

IMPORTANT NOTE RE: NEHTA ePIP PCEHR Requirements

In order to be eligible for the NEHTA ePIP (Practice Incentives Program eHealth Incentive),
practices should install Medtech32 Version 9.3.0 Build 4620 as soon as possible in order to
meet the latest PCEHR (Personally Controlled Electronic Health Records) requirements.

IMPORTANT: A new version of the MedtechGlobalHIService (CDA Bridge) is required to
be installed, in conjunction with Medtech32 Version 9.3.0 Build 4620 to ensure that the
PCEHR will continue to function properly.

Please follow the installation instructions in the MedtechGlobalHIService (CDA Bridge)
Installation section below.

NOTE: Please ONLY run the Upgrade when your site is not required to be up and running in
a short amount of time. It is recommended to run the Upgrade after hours or on the weekend
where you would have ADEQUATE TIME to complete the Upgrade.

NOTE: The amount of time required to run the Upgrade is dependent on the specification of
your server and the size of ALL databases.

IMPORTANT NOTE

WARNING: It is HIGHLY recommended to employ ONLY gualified system engineers when
performing ANY installation and upgrade. The consequences of ruining a database during
upgrade could possibly lead to data corruptions and, as a result, data loss and systems
downtime.

If in doubt, please consult with your qualified IT technician/service provider, or contact one of
the Medtech Channel Partners listed on our web site:

http://www.medtechglobal.com/au/support-au/channel-partners-au/
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MEDTECHGLOBAL HISERVICE (CDA BRIDGE)
PREREQUISITES

Please review the following prerequisites and ensure they are met prior to running the
MedtechGlobalHIService (CDA Bridge) Installation:

1.

Ensure that Medtech32 Server has been SUCCESSFULLY UPGRADED to
Medtech32 Version 9.3.0 Build 4620

Ensure Microsoft .NET Framework 3.5 Service Pack 1  has been installed on the
Medtech32 Server.

NOTE: The installers for .NET Framework can be found on the Medtech32 Version
9.3.0 Build 3794 DVD under the directory Extras\Microsoft . The necessary
prerequisite components for installing .NET Framework (for older Windows versions)
are also included in the same directory on the DVD, including Windows Installer
Version 4.5, MSXML Version 6.0, RGB9RAST Version 1.0, WIC Version 1.0, and
XPSEPSC Version 1.0.

Alternatively, you can also download the above installer directly from the below
Microsoft link:

http://search.microsoft.com/en-us/results.aspx?q=.net+3.5+spl+free+download

Allow HTTP Port 60002 on internal LAN/WAN .
If your Firewall is enabled, ensure access to the following URL's is allowed:

https://www3.medicareaustralia.gov.au/pcert/soap/services/

https://Services.ehealth.gov.au:443/

From your Internet application, select Options  Advanced section.
Add the two URL addresses in to the ‘Trusted Sites’ list.
Allow HTTPS Port 443 on Internet for the following domains:

medicareaustralia.gov.au
services.ehealth.gov.au
humanservices.gov.au

From your Firewall settings, select the ‘Advanced’ options, and then add in the new
Rules for the above entries.
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Hl SERVICE PREREQUISITES

1. Ensure you have ALREADY APPLIED with Medicare Australia to link your existing
DHS PKI Site Certificates (aka Medicare PKI Location Certificates) to enable access
to_the Healthcare ldentifiers (HI) Service . These are the same Medicare PKI
Location Certificates that are currently used for Medicare Australia Online Claiming.

IMPORTANT: If your organization has multiple sites with separate Minor ID and
separate set of Medicare PKI Location Certificates, you MUST apply with Medicare
Australia SEPARATELY FOR EACH location.

IMPORTANT: After you have submitted your application to Medicare Australia, you
MUST wait for a confirmation from Medicare Australia before you can start
accessing HI Service with your existing certificates.

2. Ensure you have the original (or a copy of) Medicare PKI Location Certificate CD
from Medicare Australia for EACH location. This is required to install the certificates
for the MedtechGlobalHIService (CDA Bridge).

3. Ensure you have the original (or a copy of) letter from Medicare Australia that
contains the Personal Identification Code (PIC)  for EACH location. This is required
to install the certificates for the MedtechGlobalHIService (CDA Bridge).

Note: the MedtechGlobalHIService (CDA Bridge) is installed to the default folder
location - C:\Program Files\Medtech Global Limited\MTxServer

™ Ehealth Certificate Installer v1.18 e |-E
Certificate File/Folder e Tt
@ File Folder Location: M
= o MT32\DATALS 3
- Training Database
Location: M
FIC

Forrest Database
@ HI Service Type m Lot t
HPI-0 (PCEHR Service Type) -
Personal | Trusted Root | Intermediate
general B003621566666866.5d. electronichealth.net.au CM=Test Medicare Australia Organisation Certification Authonty, OU=Medicare Australia,

Location 181 4873693552 CN=Test Medicare Australia Organisation Certification Authonty, OU=Medicare Austrakia,
Test Madicars Australia Organisation Centification Authonity CM=Test Madicars Australia Root Centification Authority, OU=Medicare Australia, O=GOM

Test Medicare Australia Organisation Certification Authonty CM=Test Medicare Australia Root Certification Authosity, OU =Medicare Australia, O=GO\

Test Medicare Australia Root Certification Authonty CN=Test Medicare Australia Root Certification Authonty, QU =Medicare Australia, Q=G0
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PCEHR PREREQUISITES

To be eligible to register for the eHealth record system online, your organisation must be
registered in the Healthcare Identifiers (HI) Service and the Healthcare Professional
Identifier-Organisation (HPI-O) number must be in an active state.

IMPORTANT:

If your organization has multiple sites _which have been registered with Medicare Australia
as separate Network Organisations, you MUST apply for a separate HPI-O ID and a
separate set of NASH Organisation Certificates separately for each location.

If organisations already have their HI certificate and NASH certificate, then there are two
other forms that must be completed in order to be registered for PCEHR:

1. Application to Register a Seed Organisation - Part B, and
2. Participation agreement for Healthcare Provider Organisation (every page).

Both of these forms can be found at the following link - (under 2. registration)
http://www.ehealth.gov.au/internet/ehealth/publishing.nsf/content/providerreqgistration 1

Once this has been processed, a letter notifying of their registration completion will be sent
out to the organisation.

IMPORTANT:

In the process described above, each Provider must be registered with the HealthCare
Provider Directory (HPD) as they will not be linked to your Practice otherwise.

Alternatively, organisations currently have access to Medicare via HPOS, so organisations
can also register for the eHealth record system via the HPOS portal.

Each organisation must have a person authorised as the Responsible Officer (RO) or
Organisation Maintenance Officer (OMO) for the seed organisation to perform this function
through HPOS.

The following documents will provide assistance in registering for PCEHR via HPOS - (see
link - http://www.medicareaustralia.gov.au/hpos/user-quides-ehealth.jsp)

Please review the documents in these web links, and follow the instructions given there.
Alternatively, if organisations are not sure if they have completed their registration for
PCEHR, they can phone the PCEHR Helpline on 1800 723 471
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INSTALLATION READINESS

Once you have met the prerequisites above, before starting the upgrade - you also need to
ensure that:

You have the original (or a copy of) NASH Organisation Certificate CD__ from Medicare
Australia for EACH location. This is required to install the certificates for the
MedtechGlobalHIService.

You have the original (or a copy of) letter from Medicare Australia that contains the
Personal Identification Code (PIC)  for EACH location. You will need these during the
install process of the certificates for the MedtechGlobalHIService (CDA Bridge).

MEDTECHGLOBAL HISERVICE
PREREQUISITE

Once you have successfully completed the Medtech32 Server Upgrade to Medtech32
V9.3.0, you can proceed to install the MedtechGlobalHIService update.

The MedtechGlobalHIService installation must be run on the Medtech32 Server machine.
The following procedure only needs to be run ONCE for EACH practice (or once per server if
your practice has multiple servers).

IMPORTANT

Before installing the latest MedtechGlobalHIService, you MUST ensure that the scheduled
Old MedtechGlobalHIService (CDA Bridge) has been stopped. If the Service has not been
stopped, the warning message shown below will be displayed when trying to install the latest
MedtechGlobalHIService.

CDA Bridge Running

The Installer program has detected that the
CDA Bridge is already running.

Please stop it manually and restart the
installation again.

0K l Cancel

Click on the OK button to exit the installation process and then Stop the Service by
following the instructions in the next section.
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Stop the MedtechGlobalHIService (CDA Bridge)

You can stop the MedtechGlobalHIService (CDA Bridge) application on the Medtech32
Server by using one of the following methods:

Method 1:
1. If the WebserverDriver.exe application screen is visible on the Windows Task Bar

as shown in the screenshot below, close the application by clicking on the icon Xl at
the top right corner of the WebserverDriver.exe application screen.

rogram Files\Medtech Global Limited\MTxServerWebsel e,
B2-B1 B3:50:32,832 [1] INFO LogFilefppender l11:!:1‘t1r|J Yehserver, 5Rew: ih""i'u

J.
291 3-82-8i B3:5@:32,182 [45] INFO LogFilefAppender Listening l

Method 2:
If you are unable to locate the MedtechGlobalHIService (CDA Bridge) application on the

Windows Task Bar , you can stop the MedtechGlobalHIService (CDA Bridge) application
from the Windows Task Manager screen.

1. Open up the Windows Task Manager screen and then go the Processes Tab.
2. Highlight the process WebserverDriver.exe in the list of processes running.

3. Click on the End Process button as shown in the screenshot below.

il

File Options Wiew Help

-Applications Processes |Services | Petfarmance | Networking' Users I

Irnage Mare =~ | Liser Namel CPL | Mermory (.. | Descrip:l
TscHelp.exe kwwong i} 630K Techsr
bvy_w3zZ.exe SYSTEM aa 1,025 K  Team'
UrNS.exe S¥STEM an 2,116 K UserM
UNSECapp, BXe SYSTEM on 903 K Sink ka

kwong 5,300 K  Webss

whCrunzz, exe lwwong o0 4,240 K Citrix C

wfica3z.exe kwiang oa 15,560 K Citrix F
wininit, exe SYSTEM ] 633 K Windou
winlogon, exe SYSTEM an 1,528 K wWindo
WINWORDEXE lwong on G2,640 K Micros:
WrniPrvSE.exe MET'WO, . ] 4,385 K WMIP
WiniPrvSE.exe SYSTEM ] 5,868 K WMIP
wmpnetwk, exe METW, .. an 3948 K Windoy
wuaucl, exe lwong oo 1,048 K windoy
-
< | »
[+ Show processes from all users
|Processes: 102 CPU Usage: 11% |Physica| Memory: 69% 4
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Note: Depending on your system environment, the MedtechGlobalHIService (CDA

Bridge) application may be displayed in the Windows Task Manager under one of the
following names:

WebserverDriver.exe
WEBSER~1.exe

Method 3:

You can stop (end) the Old MedtechGlobalHIService (CDA Bridge) via the Windows Task
Scheduler:

1. Go to the Start menu Control Panel Administrative Tools Task
Scheduler .

2. Click on the Task Scheduler Library on the left pane to view the
MedtechGlobalHIService (CDA Bridge) task scheduler.

3. Highlight and Right-Click on the task ‘CDA Bridge ’,

4. Select the option ‘End’ to stop the scheduler.

© Task Scheduler

File  Action Wiew Help
e[|
((+) Task Scheduler {Local)

& Task Scheduler Library

Mame Skatus | Triggers Mexk Run Time | Last Run Time | Last Run Result | Author Created
[ CDABridge Ready At system startup e 15/04/2013 7:49:05 PM

Run
I End
Disable
Export...
Properties
Delete

Once the MedtechGlobalHIService (CDA Bridge) has been successfully Stopped , you may
proceed to the next stage of the new MedtechGlobalHIService (CDA Bridge) application.
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New MedtechGlobalHIService Installer

1. Insert the Medtech32 Version 9.3.0 DVD into the DVD/BD drive on the Medtech32
Server.

2. After a few seconds the installation program should start automatically.

medtech”

Install/Upgrade
Medtech32

View Release Documentation

medtech32

[~ Advanced Install Options

Close

If the installation programme fails to start automatically, then perform the following
steps manually:

- Open My Computer or Windows Explorer
Double—click on the DVD/BD drive
- Double-click on the Setup.exe file

3. Select the option ‘Advanced Options ' to access the additional components:

medtech”

Install/Upgrade
Medtech32

View Release Documentation

medtech32

[v iAdvanced Install Options:

Interbase XE - Interbase Server Onhy
Interbase XE Update5 - Interbzze Server Only
FaxTech - Fax Server {with modam)
MediSecure - MedtechdZ Server Clisnts
eRx - Medtech32 Server Onby
PENCAT Extract - Al lients to do analysis

Medtech Global HI Service - MsdtechZ Server Only

Close
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4. Click on the option MedtechGlobalHIService to install the application on to the

Server.

medtech”

Install/Upgrade
Medtech32

View Release Documentation

medtech32

[v iAdvanced Install Options:

Interbase XE
Interbase XE Update5
FaxTech

MediSecure

eRx

PENCAT Extract

I Medtech Global HI Service I - Medtech32 Server Onby

- Interbaze Sarver Onby

- Interbase Server Only

- Fax Server (with modem)
- Medtechd2 Server/ Clients

- Medtech3Z Server Only
- All clients to do analysis

Close

5. The MedtechGlobalHIService (CDA Bridge) Installer process will initialise as shown
in the screenshot below.

CDA Bridge Installer

Initializing Wize Installation Wizard.

6. The CDA Bridge Installer screen will be displayed. Please READ THROUGH the
onscreen instructions CAREFULLY, and then click on the Next button to continue.

) CDA Bridge Installer ()

‘Welcome to CDA Bridge Ingtaller. Thiz Prograrm will run CDA,
Bridge Installer on the computer PCS141.

WARMIMNG! Pleaze READ the followings befare continue:

~ 1. Your practice MUST have PMS software which suppartz CDA
Eridge.

2. Enzure you are logaed onto Windows with administrative rights
3. Engure ALL previous vergionz of CDA bridge components
hawe been COMPLE TELY uninztalled from this computer PRIOR

ta running thiz Inetallation,

4. Engure your computer have Microzoft MET Framework, v3.5
ingtalled,

B Enzure all Pre-Requisites are met.

E.For more infarmation please refer Medtech-32 9.1.3 Releaze
notes.

Cancel |
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medt

7. The Select Installation Folder screen will be displayed. By default, the Installation
Folder is set to:

On 32bit Windows:
C:\Program Files\Medtech Global Limited\MTxServer

On 64bit Windows:
C:\Program Files (x86)\Medtech Global Limited\MTxServer

& CDA Bridge Installer =
Select Installation Folder 1‘
F

Setup will inztall CDA Bridge Installer in the follawing folder.

I you want o install on a different path, click the Browse button to manuallp zelect the folder.

Click Cancel to quit. Click Mext to tart the Installation.

Installation Folder

C:“Pragram Files [#86)\Medtech Global LimitedW T =Server Browse...

Il_ Launch Certificate Installer dzziztant I

Cancel |

< Back

IMPORTANT NOTE: It is NOT RECOMMENDED to change the default Installation
Folder unless otherwise instructed by Medtech.

a. Select the Launch Certificate Installer Assistant  check box option to bring up
the ehealth Certificate Installer window to import Certificates.

8. Click on the Next button to begin the installation. The progress screen will display the
status of the installation and then close automatically.

% |Ipdating System Configuration, Please \wait...
=

IMPORTANT NOTES

If you have previously installed the Certificates then you can skip the following
Certificate Installation steps and continue to the upgrade installation process.

(i.e.; Skip the Steps 9 through to Step 23 and then continue from Step 24 onwards).
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9. The following screen will appear if you selected the option ‘Launch Certificate
Installer Assistant ’in the Select Installation Folder screen.

IMPORTANT NOTE

Please be aware that the above screenshot is an example only , as the name and
number of databases listed will differ per Practice

Import HI Service Certificates

Prerequisites to install eHealth Certificate Instal ler

You MUST have the following Certificates from Medicare saved to a separate folder on your
Medtech32 Server machine.

HI Service Certificates

fac_sign.pl2

IMPORTANT NOTE

Practices that have the HI Service Certificate installed already can skip the Steps 10
through to Step 16 and continue from Step 17 onwards - Import the PCEHR Certificate.

Copyright © Medtech Healthcare Pty Ltd Page 14



MedtechGlobalHIService (CDA Bridge) Release Notes

10. The eHealth Certificate Installer screen will be displayed. Ensure the options File
under the Certificate File/Folder section and HI Service Type are selected.

11. Click on the ellipsis button under the File Name section and select the HI
Service Certificates from the desired folder.

12. Under the PIC section, enter your Personal Identification Code as provided by
Medicare for your HI Service Certificates .
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13. Ensure that ALL Corresponding Locations  that are linked to the HI Service
Certificates are Selected/Ticked . Then click on the Import button to continue.

14. The Confirmation screen will be displayed. Click on the OK button to import the HI
Service Certificates into the selected Location(s) .

Note: Your actual list of “production” certificates will not be the same as the "test
certificates" as shown in the screenshot above.

15. When the Import has completed, the following screen will be displayed. Click on the
OK button to continue.

16. The HI Service Certificate details are now displayed at the bottom of the eHealth
Installer window, as shown below:

Copyright © Medtech Healthcare Pty Ltd Page 16
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Import PCEHR Certificates

Prerequisites to install eHealth Certificate Instal ler

You MUST have the following Certificates from Medicare saved to a separate folder.

PCEHR Service Type Certificates

fac_sign.pl2

17. Ensure that both of the two options - File under the Certificate File/Folder section
and the HPI-O (PCEHR Service Type) are selected.

18. Click on the ellipsis button under the File Name section and select the PCEHR
Certificates from the desired folder.
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19. Under the PIC section, enter your Personal Identification Code as provided by
Medicare for your PCEHR Service Certificates .

20. Ensure ALL Corresponding Locations  that are linked to the PCEHR Certificates
are Selected/Ticked . Then Click on the Import button to continue.

21. The Confirmation screen will be displayed. Click on the OK button to import the
PCEHR Certificates into the selected Locations .

Note: Your actual list of “production” certificates will not be the same as the "test
certificates" as shown in the screenshot above.
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22. Once the Import has completed, the following screen will be displayed. Click on the
OK button to continue.

23. The PCEHR Certificate details will be displayed at the bottom of the eHealth
Certificate Installer window as shown below:

24. Once the Certificates are imported successfully, close the eHealth Certificate
Installer window. The following file processing screen will be displayed.

Click on the Browse button and select the correct UNC Folder Path where the
backup files are to be stored while rendering the Shared Health Summary (SHS)
documents. Click on the OK button to save the changes.

Note: Ensure that the folder path specified is accessible from all the Client machines,
i.e. the folder must have full access rights. The selected path will display in the
NEHTA eHealth Settings window ‘Temp Directory ’ field (Setup menu NEHTA
eHealth Settings )
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25. The CDA Bridge Installer process will be completed and the confirmation screen will
appear as shown below.

26. Click on the Finish button to exit the installation screen.

27. The following screen may appear after the installation has been completed:

Click on the OK button to restart the System, or the Cancel button to exit this
screen without doing a System Restart.

Note: Selecting the Cancel button will not start the CDA Bridge task scheduler
automatically.

28. Once the CDA Bridge Installation has been installed successfully, a new icon will be
placed on your desktop.
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CDA Bridge - Windows Scheduled Task

NOTE: The Medtech32GlobalHIService is still named as the CDA Bridge. This will be
updated in a later version of the application.

To set the CDA Bridge as a Windows Scheduled Task, follow the steps below:

a. Go to the Control Panel Administrative Tools Task Scheduler . The newly
added task ‘CDA Bridge’ will be displayed in the Task Library.

b. Right-click on the CDA Bridge task and select the option ‘Run’.

The newly added task should be visible in the Task Scheduler Library.

Note: Depending on the version of Windows installed on your Medtech32 Server, the
Windows Task Scheduler screen may not be same as the screenshot shown above.
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IMPORTANT NOTE

Once the CDA Bridge application has been scheduled in Task Scheduler, it is mandatory to
unselect the checkbox option ‘Stop the task if it runs longer than ’ in the CDABridge
Properties window. Follow the steps below to perform this action:

1. Go to the Control Panel Administrative Tools Task Scheduler to bring up
the Task Scheduler window

2. Click on the Task Scheduler Library folder on the Left Pane to view the list of tasks
scheduled in the Task Scheduler window

3. Right click on the CDA Bridge task and select the Properties option from the pop up
window.

4. The CDA Bridge Properties window will be displayed. Click on the Settings Tab
and unselect the option ‘Stop the task if it runs longer than’.

5. Click on the OK button to save the changes.
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NeHTA and MedtechGlobalHIService (CDA Bridge) Conne  ctions

Once the Medtech32 Version 9.3.0 Build 4620 and the MedtechGlobalHIService (CDA
Bridge) Installer have been installed, the Medtech32 configuration file needs to be
configured to turn the PCEHR and the HI Server connections on.

Method 1:
Follow the steps below to configure / verify / modify the NEHTA settings in the MT32.ini file

through NEHTA eHealth Settings window:

1. Open the Medtech32 application. Go to Setup menu  NEHTA eHealth Settings to
bring up the NEHTA eHealth Settings window.

2. All the checkbox options in this window will be selected by default. This will ensure
that all the required fields in the MT32.ini file have been enabled.

3. This window is constructed in such a way that if any of these options are selected,
unselected, or modified, that will be replicated in the Medtech32.INI file. For
example, if the option ‘Enable PCEHR’ is unselected in the NEHTA eHealth
Settings window, the parameter ‘PCEHR’ in the Medtech32 configuration file will be
turned to ‘N’.

Method 2: Recommended for Technical Staff only
Follow the steps below to configure / verify the NEHTA settings in the MT32.ini file:

1. Open the MT32.ini configuration file in Notepad. The MT32.ini file is normally located
in the directory folder MT32\Bin on the Medtech32 Server.

2. Scroll down to the [NEHTA] section to verify the following parameters
[INEHTA]
PCEHR=Y
IHI=Y
HPI=Y
SERVER=http://<Server IP Address> :60002
UNCpath=<temp directory >
INBOXOVERDUEDAYS=
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Note: The <Server IP Address> must be set to the IP Address of the Medtech32
Server. E.g. if the IP Address is 192.168.0.1, then the above parameter should
become SERVER=http://192.168.0.1:60002

3. Ensure that your changes to the MT32.ini configuration file are saved before closing
the file.

4. Close your Medtech32 application, and then restart Medtech32 to apply the
changes.

Medtech HI Server Settings

After installing the MedtechGlobalHIService (CDA  Bridge), the Server and Temp
Directory field in the NEHTA eHealth Settings window will be updated automatically with
the HI Server path (‘http://<Server IP address>:60002 ") and UNC Path, respectively.

To validate the HI Server configuration:

a) Log in to Medtech32 and go to the Setup menu  NEHTA eHealth Settings .

b) The Server field in the NEHTA eHealth Settings window will be updated with the HI
Server path (‘http://<Server IP address>:60002 °) as shown below:

c) Click on the Test button to test the HI Server connectivity. If the address and
connections are correct, then the Message box “Healthcare Identifier server is
successfully connected " will be displayed.

For further information on this release, or any other queries regarding Medtech32 Version
9.3.0 Build 4620, please contact the Medtech Helpdesk on
Tel: 1800 148 165 or Email: support@medtechglobal.com
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